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Requiring a proctored exam for your online course adds a layer of complexity to your course

management, but it can go a long way to preserve academic integrity, as students have to

offer proof of identity and take your exam under a qualified proctor's watchful eyes.The

Center for the Advancement of Teaching and Learning has assembled these guidelines for

testing security for your information.

Several proctoring options are available for SOU students:

e ProctorU - Provides 24/7 online proctoring services at a time and location selected

by the student. Exams must be set up in Moodle or another online testing
environment. Testing fees paid by students are based on the length of the exam. If
you would like to make this option available to your students, you must enter your
exam information into the ProctorU database as explained in the ProctorU

Instructions for Faculty. Please follow the instructions carefully.

National College Testing Association (NCTA) Locations - Requirements and

fees vary.

Other Schools or Libraries - Local schools, community colleges, universities, or
public libraries often have individuals who offer proctoring services upon request;
fees may be assessed.

SOU Disability Resources - Available only to students with documented

disabilities.

Lockdown Browser - Moodle now features Safe Exam Browser (SEB). When SEB is
enabled for a quiz, students will not be able to leave the quiz environment after they
begin the quiz. The lockdown browser prevents them from accessing the web,
opening any applications on their device or using any keyboard or mouse shortcuts.
Students download the SEB app to their device the first time they attempt an SEB
enabled exam. When using this lockdown browser, it’s important to inform students
that it does not work on phones or in Safari. See these instructions for setting up a
quiz activity with SEB. These instructions can be shared with students.

Instructor Responsibilities

If you plan to require a proctored exam, you will need to do the all of the following:

¢ Include information about proctoring requirements in your syllabus. Also include a

link in your Moodle site to the following: Proctored Exam Information for
Students.

¢ Notify students well in advance of a proctored exam to allow them time to find a

proctor and provide you with the proctor contact information. (See suggested
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questionnaire below.)

e Set up the exam in Moodle (or other learning management system provided by your
publisher, if applicable). Your test doesn't have to be ready until the exam open date;
you just have to know when it will be available to students.

e Set a non-predictable password to be given to the proctor (not to the student).

e Contact the designated proctors to provide the password for the test, time limit(s)
and any special instructions for the test (use of calculators, reference materials,
etc.). See the ProctorU Instructor Guide if you plan to give students the option to

take their test with ProctorU. Note: Be sure to allow sufficient lead time—scheduling
can't be done at the last minute.

o |f the exam is a paper test, send a copy of the test to proctors well before the
scheduled exam date to ensure that they receive it before the first scheduled exam
time. Note that ProctorU and many other proctoring agencies do NOT accommodate
paper tests.

¢ When students are ready to begin taking the test, they will log into Moodle, open the
course and click on the link for the exam. The proctor will enter the password you
have provided.

e Be aware of when your students are taking proctored exams and make an effort to
be available in case of technical difficulties with your test. Make sure that your

contact information is available to the proctors in case they need to contact you.

TIP: If you have the choice of proctoring either a midterm or a final, you may wish to
choose the midterm, as the stakes are lower and there is more time available if students
encounter difficulties and have to reschedule. Also, you're better off specifying a particular
exam for proctoring rather than allowing students to choose from two or three different
exams. It's complex enough to track one test!

Surveying Students

You should survey your students early in the term to find out where and when they plan to
take the exam. Creating a questionnaire in Moodle from our proctored exam template will
make it much easier to manage this process. See the Moodle Questionnaire Guide for

instructions on setting up a questionnaire. In the Content options section of the
Questionnaire page, be sure to select the Proctored Exam Information template as
shown here.
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